oosto

Farmurdy An}l\l’isicﬂ

Oosto OnWatch V2

Basic Troubleshooting Manual T1/T2

Customer Maintenance Level

From:
Oosto AILTD.

("Oosto” or “company”)

May 26, 2022

Confidential and Proprietary information of Oosto Al
Ltd.

The copyright of this document is the property of Oosto Interactive Technologies Ltd and/or its affiliates. The document is supplied by
Oosto interactive Technologies Ltd and/or its affiliates on the express understanding that it is to be treated in confidence and that it may
not be copied, used, or disclosed to others, in whole or in part, in any means either in hard copy or electronic, for any purpose
whatsoever except as authorized in writing by Oosto Interactive Technologies Ltd and/or its affiliates.

© All rights reserved to Oosto Al Ltd and/or its affiliates




oosto

Farmurdy ﬂn':,l'q,l'isiﬂl"l

Table of Contents

TroubleSROOING ... 3
Camera Connection Failure ..............ccuueuiiiiiiiiiiiiieiee e, 3
Corrupted Video streams with artifacts ... 5
Tools for basic troubleshooting ................ccouiiiiiiiiiii 6
Terminal commands for basic troubleshooting .................ccccciieiiiiiiiiiiiiiciieie 10
Tools for advanced troubleshooting ...............ccoiiiiiiiiiiiiiiiiii e 15
Terminal commands for advanced troubleshooting .................coovveiiiiiiiiiciiiiiieiiie 15
Mapbox service is notavailable......................ooooeeeiiiiiiiiiiiii 17

[ - T {0 4 1 o PSP PPRTR PP 19
Configuring Padding on OnWatch Server.................coouiiiiiiiiiiiiiiiiiiiiiiiiie 19
OnWatch License Activation...................cooiiiiiiiiiiiiiiiii e, 22
Latency in detections .................cccciiiiiiiiiiieee e 26

INFrASTIUCRUNE. ... et e ettt e e ettt e e e et e e e e aane e e e e e annbeeaeeanreeaaans 31
Removing and redeploying the software layers....................coooieiiiiiiiiiiiiiiiiiiiiiieeeee 31
KernelHold ................ccoooiiiiiiiieeee e 34
LOQS INSPECHION ... 36
Guide for “Live Updates are currently down.”...............cooiiiiiiiiiiiiiiiiiiiiieii 40
Video wall camera stuck on Loading state .......................ccccoiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeee 41
Error: Failedtoget EULA................ccoeieeiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 43
Reset RancherPassword................ccooiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeee 44
Reset OnWatch Ul Login Credentials...................ooooeiiiiiiiiiiiiiiiiiiiiiiieee i 45

NEEWOIK ... e e e e e e e e e e e e e e e e e e e e e e e e e an 47
k3s Changed IP in2.6.6 ...t 47
Configuring Static IP ...............ccooiiiiiiiiiiiiiiiee e 50
Coredns stuck on Crashloopbackoff...................ccuueeiiiiiiiiiiiiiii 53
Configure NTP in Linux client.................oouiiiiiiiiiiiiiiiiiie e, 59
How To Edit hostsfile ..................cccuveeieiiiiiiiii e, 60

JO S 0N e 63

L RSP UPPRR 65
Login and receive @ toKeN...............ccoeieiiiiiiii e 65
Adding a camera to OnWatch using APl............ccooiiiiiiiiiiiiiiiiiiii e 66
Listing Camera Groups USING API...........uuuieiiiiiiii i 67




oosto

Formahy AnyVision

Troubleshooting

Camera Connection Failure

This chapter aids with troubleshooting camera connection failure. There are 3 main
reasons why camera connections fail:

e Camera Setup Problem
e Camera Credentials

o Insufficient Licenses

Camera Setup Problem

If you are experiencing a camera setup problem, check the camera connection to the POE

switch and all the relevant physical connections. You can also try connecting the camera
via Browser or VLC or Ping the camera.

Camera credentials

Check the camera credentials that you have specified while adding the camera in
OnWatch from the Device Settings Tab as shown below.

Check if the camera username and password are mentioned in the RTSP URL and are
correct.

™
o

hY

Generol Details

O]
E0
B

If it still does not work, check if this URL works on VLC player from the same network/
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VLAN.

Insufficient Licenses

It is important to determine the number of active streams/cameras does not exceed the
license capacity and the same can be done by checking the below as the system will not

allow you to have more active cameras than the number of video streams supported by
your license:

~
W

o ¢
{0} System Sttings

License Details UPDATE LICENSE

=
O]
&
©

(7]

£ emansettings

- INQUIRY
& Automation Center %
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Corrupted Video streams with artifacts

This chapter aids with troubleshooting corrupted video streams. This could be due to the
following:

O Insufficient network bandwidth / bitrate: It is important to ensure that there is
sufficient network bandwidth provisioned for the camera to stream. In many cases,
the camera bitrate configured is sub-optimal and might create artifacts due to over-
compression. Make sure you configure sufficient bitrate (roughly 4-5 Mbps for a
Full HD camera stream). This can be generally done from the camera webpage as
shown below:

Image = Stream Overlay PTZ Privacymask Viewarea Apps  System

General H.264 encoding

Targel bdrale | 4006 [0 50000] kbit's
Resolution | 1920x1080 (16:9) w Zipstream | Off v

Priggity | Image quality ¥
Frame rate | 20 [0..60] (0 = =) ips P-rames | 61 [0.1022]

H264 profile Man

Compression
Low e High| 15 \_J Vanable bitrate
Bitrate control =

@) Maximum bitrate
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Tools for basic troubleshooting
OnWatch Dashboard: https://kong.tls.ai

e Within the OnWatch interface, you can see if all services are running correctly,
indicated by the green checkmark in the top right corner.

Engine Services (4)

COLLATE

LICENSE-SERVICE

o After selecting the icon, you will see a full list of services and their operational
status.

Engine Services (4) —nbkl

COLLATE
LICENSE-SERVICE
REID-SERVICE

PIPE-MANAGER

API Services (51)

ACKNOWLEDGE-SERVICE

APP-LICENSING-SERVICE

CAMERA-SERVICE
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e There is also a button to download the logs for the services, in order to view recent
logs that may indicate what the issue is.

o If Services are up, but you are not receiving detections, ensure that your devices
are connected

gz 41K (5 9 5 3 s 0

Detections Subjects Live Cameras

by checking the total number of “Live Cameras”:
In Settings — Device Settings, you can see an error notification and try to reconnect/enable

cameras.
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Rancher Dashboard: https://rancher.anv
e Choose local — default project
Settings  Security v Tools w

5 Users

Default
Active

[ State ctive Provider Nodes CPU RAM

Imported

4
ﬂ Resources v  Apps Namespaces Members Tools v

Workloads

Workloads  Load Bald e Discovery
Pipelines

Redeploy ©) Pause Or |stio Download YAML &, Delete w

O State Secrets Image
Config

Namespace: default

e From here you can confirm that all services are up and “active”.

State Name &

Namespace: default

O » Active acknowledge-service &

O » | Active auth-service &

O » | Active better-tommorow-webui &

O » | Active bettertomorrow-api-gateway-initializator

0O p | Acive bettertomorrow-static-files-init B

O » | Active bettertomorrow-v2-data-prometheus-postgres-exporter &

o If aservice is not “active” you can check the logs by clicking the service’s blue
link. Within the pod/service select the 3-dot menu and click “View Logs”. These
logs may give an indication as to why a service is down.


https://rancher.anv/
https://rancher.anv/

O

O
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Workloadh acknowledge-service

View Logs
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Terminal commands for basic troubleshooting

How to check GPU Usage - nvidia-smi

Connect to the OnWatch server over SSH to access the CLI
(command line interface) You can get a snapshot of the current

usage using the nvidia-smicommand

user@bK:~/ -c e$ nvidia-smi

Driver Version: 390.77

Jusr/lib/xorg/Xorg

Jusr/bin/gnome-shell

Jusr/lib/xorg/Xorg 106MiB
Jusr/bin/gnome-shell 101MiB
/pyconcrete/python 159MiB

Or if you want a steady stream, you can use the watch command - helpful when you
want to monitor usage over time.

Use watch -n1 nvidia-smi

user@DK:~/docker-compose$ watch -nl1 nvidia-smi

This will show you the updated usage every second.

10
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Every 1.0s: nvidia-smi g 30 10:56:32 2018

M| Bus-Id p i Uncorr. ECC
Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M.

X (Pascal) Off | ©0000000:01:00.0 On |
11W / 250W | 440MiB [ 12194MiB

GPU Memory
Process name USBQE

Jusr/lib/xorg/Xorg 18MiB
Jusr/bin/gnome-shell 50MiB
Jusr/lib/xorg/Xorg 106MiB
Jusr/bin/gnome-shell 101MiB
/pyconcrete/python 159MiB

+t———————— 4

systemct| status k3s.service - This command will let you know if your cluster is up and
healthy. If there is an issue with the cluster, it will give you some indication as to what
this issue may be such as “Low Disk space”.

stemctl status k3s.service
g ght Kubernetes
loaded (/et

exlted, status
8/s

1474 fusr/1 calben;k3= server

1511 containerd
containerd-shim - pace k8s.io -workdir /var/lib/ 1nc§
/pau
containerd-shim -namespace k8s.ilo -workdir Juarﬂllb}rancg
/pau
containerd-shim . -workdir /var/1lib/ranc|
tini - https-listen-por|

k3s.service - Lightweight Kul
loaded (/etc/systemd/s e k& 3 c E ; vendor pr : enabled)
since Wed -18 :83:29 IST; 6h ago

1im -namespace k8s.io -workdir /var/lib/rancher /k3s/agent/containerd/io.containerd.run e.vl.linux/k8s.10/18c81c775bBb312a0883

s.io -workdir /va ib/rancher fk3s/agen ntainerd/io.containerd.runtime.vi.linu i0/ad398893c9b5b27f9f716102ceas

containerd-shim -namespace k8s.lo -workdir /var/lib/rancher/k3s/agent/containerd/io.contalnerd.runtime.v1.1inux/k8s.10/08 6726335a8785467485b

tini -- rancher --http-listen-port --https-listen-port=443 --audit-log-path=/var/log/auditlog/rancher-api-audit.log --audit-leve --audit
rancher --http-listen-port=80 --https sten-port=443 --audit-log-path=/var/log/auditlog/rancher-api t.log --audit-leve --audit-log-ma

kdir [var/lib/rancher fagent/containerd/io.containerd.runtime.v1.linux/k8s.10/2938

-workdir /var/lib/rancher/k3s/agent/containerd/io.containerd.runtime.vi.linux/k8s.10/d93861d1b9794e639dbfaSafef69

htopor top - . This will show yo resource usage and allow you to see if the server itself is
being stressed,
and if there is some process taking too much CPU or memory.

11



oosto

Farmurdy An}l\l’isiu;m

free -h - Shows the amount of free memory available on your system
o Total: Total amount of memory installed in the system.
o Used: Total amount of memory currently in use by processes.
o Free: Total amount of memory that is not currently in use.
o Available: Cache reserved to make some processes faster but can still be
used by another process.

root@lT-2-3-0:~# free -h
total used shared buff/cache available

276G 176G 218M 8.7G 108G
oB B

df-h - Shows your current mounted drive structure and the available space for each mounted drive.

o Your '/ and ‘/ssd’ should both be below 80% use.

It is important to pay attention to the following mounted locations:
/ (root)

/ssd (Oosto database location)

/storage (Oosto data storage location)

o O O O

root@BT-2-3-0:~# d
Filesystem Size Used Avail Use% Mounted on
140G a 140G 0% /dev
Z2.86 2.6M 2.8G 1% Jfrun
344G 159G 169G 49% [
146G ] 146G 8% /dev/shm

5.0M 8 5.6M 8% /run/lock
146G 2] 14G 8% /sys/fs/cgroup
511M 6.1M 505M 2
100G 18G 836 18%
500G 886G 413G 18% /fstorage
g 2.80G 0% Srun/user/1000

12
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Important Terminal Commands for analysis and Troubleshooting:

= Check current Linux Kernel version: uname -r

= Execute a command as super-user (in case you face any permission issues while running a
command: sudo <command...>

= Switch terminal to super-user (on successful execution $ prompt will change to #): sudo -/

= Check network connection status: p/ng <ip address>

13



oosto

Formardy AnyWision

R RO R 2B =

Check port open status: [e/ner <ip address> <port no>
Check CPU usage (requires the htop package to be installed using - sudo apt install htop -y):

htop

Check CPU usage: 70p

Show uptime information and load average: Upt/me

RAM / Memory monitoring: v/mstat /free -m

Show disk utilization: df -/

List all block devices (HDD/USB etc.) including empty devices: /sb/k -a
List CPU information: /SCpu

Show current directory: pwd

List all files: /s -a/

Change directory: cd <path>

Copy afile: cp <FileName> /home/usery/...

Copy a directory with all files: ¢p -r DirToCopy//home/usery...
Rename a file: mv O/dFileName NewfFileName

Move a file: mv FileZMove /home/user/...

Make directory / directories: /mkdir Dir7 Dir2 Dir3

14
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Tools for advanced troubleshooting
Grafana Dashboard: https://grafana.anv

X Using Grafana, you can view various performance metrics of both server and the
Oosto internals.

B8 Backend

¥

BT tracks processing

Nodes Overview - Detailed

K Using the “Backend” dashboard you will find some historical metrics on server
performance that can help track down what may have occurred.

Terminal commands for advanced troubleshooting

Run these commands in the terminal window within the server itself.
W kubectl! get pods - Lists various pods and their associated status similar to
rancher.

N kubectl logs S{POD_NAME}- Displays the logs associated with the specified pod
name.

X kubect! delete pod S{POD_NAME}- This will remove and restart the
service with the specified pod name.

W /p a- Displays all connected network interfaces.

There will be several virtual interfaces for Oosto backend communications.
You will want to focus on the first few physical network interfaces and make sure
your

6518: <BROADCAST,MULTICAST,UP,LOMER UP> mtu 1580 qdisc fq_codel state UP group default qlen 1086
2:87 50:65:1a brd ff:ff:ff:ff:ff:ff

pe global dynamic enp6s18

interface is listed as “up” and contains a valid IP address.

Extracting Information and Logs:

15
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These are run in the terminal window within the server itself.

/storage/logs - Here you will find the location of all Oosto logs including the
historical logs kept after reboots or log rotation.

/var/log - Here you will find the location of various Linux system logs.
Searching System Logs: Some search commands to search through system
logs in case of unscheduled restarts or boot issues:

oosto

= =

o journalctl - xe - This will show extra information for the entire latest system
log.

o journalct!/ -p O..3- This will search system logs for anything
classified as Emergency, Alert, Critical, or Error.
o grep-i-e fail-e error-e corrupt /var/log/syslog- This will search
system logs for lines containing the words fail, error, and corrupt.
Get Linux disk and partition information: /sb/k

16
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Mapbox service is not available

Settings -> Map Settings -> Connection Test -> Fails!

() OnWatch

{@} System Settings
Engine Settings

Device Settings

£, Groups & Profiles

47 o Account Management

Email Settings

Troubleshooting steps:

fro) 1.71K () 12

gl
Detections Recognitions

General Map Settings Acknowledgs

Map server

Choose your preferred map server

Local Offline Mode

CONNECTION TEST

Open DEV Tools (F12) on the browser, go to Networks and see what

happens Most likely there will be a timeout.

Open the terminal and check the ping to the service, domain & IP:

17
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As root user: ping api.mapbox.com
Access map-service pod and ping the service by its domain:

root@Demo-V2-EMEA-1:~# kubectl exec -it map-service-96d7ff£895-6bdvg bash
bash-5.0#(plng apil.mapbox.com

PING api.mapbox.com (13.224.191.114): 56 data bytes

64 bytes from 13.224.191.114: seqg=0 ttl=239 time=0.904

64 bytes from 13.224.191.114: seg=1 ttl1=239 time=0.894
64 bytes from 13.224.191.114: seqg=2 ttl=239 time=0.921
64 bytes from 13.224.191.114: seqg=3 ttl=239 time=1.016
[

If it works, likely you don’t have an issue with the maps. If it doesn’t work, ping the IP itself,
Mapbox has few Ips, ping the ones you've received when trying to ping the domain.

How to Resolve?

Access configmap coredns:

kubect/ - n kube- system edit configmap coredns

Put a valid DNS server:

hosts /etc/coredns/NodeHosts |
reload 1s
fallthrough

: 9153
8.8.8.8 forward . /etc/resolv.conf
cache 30
loop
reload

Exit and save the file by pressing escape and then wg/

18
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Platform
Configuring Padding on OnWatch Server

On the OnWatch Ul , Select Settings, then Device settings :

“ Device Settings

H,'ﬁfﬂ Groups & Profiles

Click on the Camera you would like to configure.
Inside The camera settings , select Camera Calibration:

« P Core

Camera Details Camera Calibration

Scroll all the way down and choose the “camera calibration tool.”

Detector

CAMERA CALIBRATION TOOL

19
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Using this tool, you can configure the pixels on the stream that the camera would focus on,
with dragging a square shape across the stream, or manually updating the pixels with relevant
parameters.

*Notice that to save the calibrations you have configured, you will have to save twice — Once
inside the Camera Calibration tool:

And once inside the camera settings itself:

CAMERA CALIBRATION TOOL

20
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OnWatch License Activation
Access License panel:
e Login to OnWatch
e Accept EULA message:
At first login, need to accept the user license agreement:

User License Agreement

END USER LICENSE AGREEMENT
PLEASE READ THE FOLLOWING CAREFULLY BEFORE
ACCEPTING THIS AGREEMENT AND REGISTERING FOR AND/OR
USING THE SOFTWARE PRODUCT (DEFINED BELOW).

BY SIGNING THIS END USER LICENSE AGREEMENT (“AGREEMENT"), OR
CLICKING "I AGREE", "TACCEPT"” OR OTHER SIMILAR BUTTON, OR BY
INSTALLING, ACC G AND/OR USING THE SOFTWARE PRODUCT,

INCLUDING ALL RELATED DOCUMENTATION AND REPORTS, YOU
EXPRESSLY ACKNOWLEDGE AND AGREE THAT YOU, OR THE COMPANY
YOU REPRESENT (“"LICENSEE") ARE ENTERING INTO A LEGAL
AGREEMENT WITH LICENSOR (DEFINED BELOV AND HAVE
UNDERSTOOD AND AGREE TO COMPLY WITH, AND BE LEGALLY BEOUND
BY, THE TERMS AND CONDITIONS OF THIS AGREEMENT. TO THE
EXTENT THAT LICENSEE HAS AGREED TO THIS AGREEMENT BY
CLICKING "I AGREE", "ACCEPT" OR OTHER SIMILAR BUTTON, LICENSEE
HEREBY WAIVES ANY APPLICABLE RIGHTS TO REQUIRE AN ORIGINAL
(NON-ELECTRONIC) SIGNATURE OR DELIVERY OR RETENTION OF NON-

ACCEPT

e Access to Settings:

At the bottom left corner, click on the settings icon:

O

No cameras are defined!
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e Access License Settings:
On the left side menu click on “License”:

System Settings

System Status

Engine Sattings

Device Settings

Groups & Profiles

Account Management

Emall Settings

Automation Center

Licanse

This is how the license screen will look like:

&} system sottings
License Details OFFLINE ACTIVATION

f systomstotus

B Engina settings

" Device Sottings
Groups & Proflies

ount Management

9 ematsettngs

% automation Canter

E*au ccccc

Online Activation

On the License Screen, enter the License Code you received from Oosto Support and
paste it in the box, then click Activate

23
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Update License

For Online License Activation, please follow the steps below:

+ Contact your Better Tomorrow representative to get your unique license code.
« Make sure you are connected to the internet.
= Enter your unique license code in the designated field.

+ Click on Activate.
+ Your license details will appear on the screen when the activation is complete

License Code:

1000000000000000 ACTRATR

¢ Congratulations, your license is now activated!
Offline Activation
¢ To perform an offline activation, click on the “OFFLINE ACTIVATION" button on the top right
side:

Paste the License Code you received from Oosto support, then click on GENERATE.

24
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Download your license file

If the system is not connected to the internet, you must perform an offline activation. To do this, follow the steps below:

« Contact your Better Tomarrow representative to get your unigue license code and a link to the Licence Portal.

+ Enter the unique code and click the Download File/generate button.

« Export the file to an external storage device (USB, disc, etc..) and transfer it to your online computer.

License code:

OOOOUUOOOUUODODOD()l GENERATE

2 Activate your license

+ On your online computer, save the file and login to the AnyVision License Portal using the link from your representative.

+ When the portal opens, upload the file to the portal

» Once you have done this, the porta | present you with a unique license text file that you must copy and save on your

USB.
+ Return to your offline system and reconnect the USB.
text from its folder and paste the contents in the License Text field.

= Your license details will appear on the screen when the activation is complete.

Activation key:

Once you do, a pop-up will appear. Save or open the text file:

You have chosen to open;

| license-certificate-key.txt
which is: Text Document (10.5 KB)
from: httpsi//demo-v2-emea-1.tls.ai

What should Firefox do with this file?
Notepad (default)

(O Open wi

@.ﬁave File

oK

Copy the content of the text file, then navigate to

Cancel

http://www.activationportal.me/selfservice/activation.aspx?Type=1&cid=7362&pid=85

92

Once there, paste the content of the text file in the box as showed below, then click on

activate:

Browse... No file selected.
Activation Certificate

27eb2397e7d9cfa7bf8ad07017d3bc74d50819dbf030425c525c5542545b51 Sdl

4910012e79843f39¢12e7642d7841c91209¢8424897 ef2bcd2744b8a2519cT e 247 ccdeeeld707264822e097e98130a8ab827a5d3¢7741bb6c59%e996fch3a7b1fc5d02dddb2abbet11fh70698c2ef020f7823560f 1dc3 A
47ecef50caa7d83ee7e3a3951eed1158f82a87eb5dbbdf1a2aeac68bd8bo85720b373853fea15979bb6d430d1d7ddc03b366bbbf25423¢982d92b1fdee2efc2a0c1f639aae774dbb1671c8041795f9043ff2f2a9¢ccd449
843e3bfe315b0c78a43dba25dab1d29e230e487f510de2al2caaa24cd6497b005d52e52897 7aca94e3ad2bleBe5 1bc79f84ef41e8274bb4 7700297191861 187bbe8104cb1b413e6ff407d6a9914cbedBebaled 268871
d3dfd4cc5b3ebc8979205ccffacd2e2bc2dad5072d94064cf7aa33df5e216ac2622f1 7bafd738303eeabc5dfb7d1e9d57327fcfcd067c9a3ac0fad7 1fc1e39a31¢c5e06c5d0e 1 2a2cc90b7c27b962185970b8bfA4 2d6d 43611
eal5cd7d5494d7fd2fb59568c56a32d557ac88cc912da3b354798eb7097d48a42fade17dd4652442d1e6d07022de5e8459619¢301d3ce0ecd04e600cdee5942dba71c25¢5316bb642b2add 14e40f7e0a738818edcea7
caf651c75¢c853a7377544d5dcb0a7cb87c74c4e4a29227bcf60d412cd49988908c3d7a3ce8b3987cac280e1623416e3d309e0aa07b2b3bfcead337849b87522964d6e53d8bf58b3081247d9e0b6b61122098983df640f
7816ca3d58daalal91a33b5ae21e472acd52003f3692b542e9172702043824bd25672d9d850f2ae212d50f84035cea080934c98e462161eb5ffc3f2c38561d60d3038d769e5b2715255¢2326827008bf2909b62fadb36
b59a9h3d34682737dcSfe8c2e52f46b10c0f6316c6fa266aca30fbBb3fc21a10c33fdabal 1642d62146912646¢27752171ddfc63198eb33d2107c3dd8fe345b048f373¢bf35a47f54d8422625499e3f3c02314d 18768629
0Ofabb11d7400159089a56b6c75282ba139938dd52551298b29f191ad3f31b71d853ce76c161c7bd0f33a5%ee11747d60b681bf87e1977c07d0e651403d2aaded5e4785¢364b%efc43f233cf8b94b67186f72ecc22cea206
8baB56065961884f%e494c5e5ad99aeasfBbb144de6b57330167626038a7682ac5acB8482119¢70bfb524361222096fa9c 500051 a8d49ab94f2 1bff03b18f7509f328273e2ee1169c53045062d98c36358238872719fac33
85266fcd70acb64e74f5c78e645ca7d475ff0698c06c5d3¢3ed0162379ab059536e7471ad725d13d2907fe243f37d 23 1 cebac5f3d0f0a2210¢2799a62b5116b599320893bb8302c436fb5c23f6b3fe0232274 168220838

¥]

EEOEOONGED

You will see the sentence Activation successful on the top. Copy the text that came out,

as shown below:

25
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Browse... | No file selected.
Actlvation Successful x

License

ab15d40ec209fde7d61e80ea0789338f0adfbedf85509c58709e5b6f27b87c30c7d6f4aeadeat 2446931806 7f6490efd2/06eb 1f3fba638c3 11ead 1 ed2df7c65a01b5460eeel44e270587a 1 e3b49e91491c3ade5978f2c5
[827acbf3f774c14aaaf4a631ca189175b7549e9¢e 1 c40d8c 1fb26a5f9e63f266a9d40fa799a457cfd0cabf0cd241514b20e20704977867fc188768e63a4f550e3ee358f6121573ce8c96b66fId 59550382 1 fafc0b73a5634bel
e536d4c408509a7c5e6fd2c8b365c543f46379e98e7372c21 bef68fe6d9b935ee18d7f55 191767 78e305a6f90b49065edbdasbf22c7dd4b76d6343b7a00d930c9fd 168e405d8927d4763a54bd0b14bb0dfca7 1f7e6d 1 &
ed3bd72672f51df8882c4ad4bBee1e750d90d2b2e7d180524562b87b281916b0b794 1da7 1435ef74354897298d87402e5 1 0e204cffbécef31d66104bc5e18712c2cBd0cfBc5eab2725ab64a3838d099%e 1ffbb 1acb33e3)
622961df71148e73ecbdb2c27bcaa5abadba3c00861f3c4fc5e08349a7192e28321c80a8956657973a8a3dcd43cd423c95160e963f08cB16d9e916fdcf485e4cbec1bdal b6225acB664e63fedf67183724d971425ecB0da9)
1687430e2d03ed6262ad5dc29fcal14c85833469d486200471ad0c2a801d508235e2343d6091300750061d7e8fcB5fc12929f57f961f18cadc6412902281e865b8c62a88622f47056774612d5228a85ae2cea’477400ae]
b36fbbdd44418b713e2bb34c338¢25ab888cb1e17a60132137f0d16944902d981bdd 1f6b58a3ae7e ] b85055b324ef90c02d8364a5bd5223d3230ddc2db3eb08fbd4ebc3840001f31643a6ccdedab2 160cc463548798]
699657492 1e98343d360646c3535808042b2bccledc947d0ef7e7f50963eea202024981 90fe6809939223768bb4b7b193f626d96cbSebf0ad9cd1962b1faf22b25fa 1 3feded0cb7aca55cIbac1 235e72265c7925bab152]
9c398b632d48949347d4a0e85a2088e23dda054e901083b581377a94cf4c8b7317ab05073dcba381b442a6¢c128492928626380384852b812¢ca018d1d45fb3bd2549c09a6eaedfec2b7299a5ff761bb6cfo405b5794b,
4ff549dfBdc93eal 16dd4baaObdcdedd3023db4 106d4caBl3e4fSebed449544ed 7dccBAadfbe 1 c66c9dce78896919cc0094ech69dB56fc962a692babcc50268856b5bfec0d0e701daaf5cf1bce0196316a1715cac821h
d911e6d3b6211d344c459bb17421a707b8dal438f7eff05a616e79a495d5e3f21b3f636fe0283b08075871334408e5c24f0ce9d08ba342aa45d20e326be65298bd4af561ef74201c6d2044bed58c6f1f7cd063a514ad29)
5d0d72d 1dcddedfag49be7lech5ebs 'bbah0s:

EHEOE D O

e Go back to the OnWatch Ul, where you previously generated the text file, and paste the
content under Activation Key, then click Activate:

2  Activate your license

« On your online computer, save the file and login to the AnyVision License Portal using the link from your representative.
« When the portal op pload th srtal
the portal will presant you with a unique license text file that you must copy and save on your

e and reconnect the USB
rom its folder and paste the contents in the Licensa Text field.

« Your license details will appear on the screen when the activation is complete.

Activation key:

dfdZecde2ad530cct3l460ct038acel44b2leYaetat83e587bt2aal
7d501d7a07b2dcsb06eech695149e2: 4a9cf2a97fffadb7b0e4!
84941734b552d 56edc9c0858be7e6b2279f8e9790e60e7507160i9
fclB42983cf595372bdc996f8547ba25! 2693026940ifc9e2c3atel
Safcbdc41202894 7cBaledl7194a85de32b1588ad7c0f434bfigab
7874ac d8bafb92dad8d7923ba338b20b584bba43
8007f8734c2478b5bc272444a8fe493ca20ac8cO0965646345a5
30785beac9935038e46c00f6d1d63433c508c8a0e6126383c8c2793
d3eaB5db09a755f0f6c18afb5d035395e4c7dBbl2flbd959e2e59elf31
1f86f16598dff655d1bebd82d088e20368db8f49434cd5ca733d4abllc
banl:e-'l-dn'ld'ldesb?.’mdu'lnb\33246:](!700425:525:5542545b5\5:1

ACTIVATE

Congratulations, your license is now successfully activated!
Latency in detections

Case - Incoming detections appears with significant delay.

First, make sure there is a connection to the camera — and that the connection is stable
enough to create valid detections.

How to check — Apply the following ping command to validate the connection:

ping -c4 <CAMERA IP>
Example for camera with ip 10.1.50.58: p/ng -c4 70.7.50. 58
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rtt min/avg/max/mdev 0.451/1 240/2.2 "I | .. . 1 .l Im: ;
As long as the timer does not reach 10MS or higher (As marked with the yellow brackets).
If the timer is reasonable, the issue should be on the camera settings , inside the Ul.

1t [":f'-"ll 3

Log in to the OnWatch UI.
Access to Settings:
At the bottom left corner, click on the settings icon:

O

No cameras are defined!

Choose the Device Settings
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System Settings
Engine Settings
Device Settings
Groups & Profiles

Account Management

Email Settings

Automation Center

FINOrOD T Hi LS W LM
Entromco CCTV Comaorg
L4yt

HER o Loksbwy CCTV Camana
Exormpla Com CCTV Camana
QA Exit CCTV Camara

O - Proschuct CCTV Camana

Proceed to “Camera Calibration”

(Sglm ]

Encabine

Ervcabbisc

Frucabiosg

Erncabebinc)

Erucatdinc]

LATOLE Lanald

Dofoult Dovicn

Dhhaiit Dt

Dhfcaialt Deirvicon

Dol Dhyonhcn

Dofoul Darvicn

Dl Dirvitn

S U AULES LY

30M0f 2022 w08

30H0[2022 W04

aohof2022 w3

ohof2022 w0

30hof2072 Wooa

Pipong- OUpipen

piparicy- 0L pipsan

28



oosto

Formardy AnyWision

< ¥ Example Camera

Camera Details Camera Calibration

Scroll down to find these parameters - “Face Track Length” and "Body Track Length”

Face Track Length (Frame)

Body Track Length (Frame)

Change the MAX parameter to half of the current value. In my case it would be to “100".
Scroll down and Save the settings.

These parameters reduce \ increase the time it take to send detection, and may solve the
issue.

After applying those changes , the delays should reduce on each detection from the selected
camera. Apply these changes to every camera with this issue.
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Infrastructure

Removing and redeploying the software layers

This method is a drastic measure, to be applied when system failure occurs.
To begin, open the rancher using the onwatch'’s ip server and adding :9443
To the URL as follow : https://<IP>:9443 , for example https://10.1.20.20:9443

Inside The Rancher — Put the cursor on “Global” , then “local”, then click “default” like so:

Global ~ Clusters Apps Settings Security v T

Global

local
Active Active

Now click on “Apps”

4 local
v Resourceswv Apps Namespaces Members Tools v

On this page you should see 3 or 4 layers.
To remove and redeploy then continue as follows:

First, the removal and the redeployment will be configured with the same specific order - the
removal will be first removing App, init, data. The Redeploy will be data, init, App.

Another thing to bear in mind is that only when a layer finishes deployment/removal, we can
proceed to the next layer.

How To Remove Layers:
Starting With the App layer, press on the name of the layer you would like to remove. Then
click on the 3 dots sign on the right side of the page, and select “delete” as follows:

31



oosto

Formahy AnyVision

local [P
v Resourcesv Apps Namespaces Members Tools v Cluster Explorer 5. !

Active

App: bettertomorrow-v2-app

Clone

Created 10/27/2022  UPgrade

sion 262-0 Nemespace default (] 4
Rollback [}

View in APl &
» St_a‘ttjts
Status of current applicatior

Delete w

Only when you can't see the layer you deleted anymore, you can proceed to the next one. ( By

Order — APP > INIT - DATA)
After deleting all the layers — you should see the Apps page as follows:

ol —
ﬂ oca « Resourcesv Apps Namespaces Members Tools v Cluster Explorer Jji I |
Apps @Manage Catalogs

There are no apps launched

How To Redeploy the layers:
First, click on “Launch”, and you will get to select from the 3 layers you have deleted.

Start With pressing on the Data layer:

YOl local
ﬂ v Resources v Apps Namespaces Members Tools v

Catalog All Cate

catalog

[ (L] [

bettertomorrow-v2-app bettertomorrow-v2-data bettertomorrow-v2-init

Inside the Layer, there is a section regarding namespace -

» Detailed Descriptions
Application information and user gt

v Configuration Options
Paste and Read actions require

Name Description T,
bettertomorrow-v2-data B 2621
NAMESPACE

bettertomorrow-v2-data
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Press on “ use an existing namespace” and select “default” as follows:

default

Now Scroll all the way down and select “Launch.”

PREVIEW w

Launch Cancel

After launched, the layer will need a couple of minutes to deploy itself, and become “Active”

ettertemorrew -y P —rlat = .
pettertomorrow-v..-data Up to date (2.62-1

(1]

Once the layer is Active, you may proceed to the next layer. ( A reminder - first Data layer >
init layer > App Layer)
Don't forget to apply the same steps to every layer.

Final results example:
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Apps

B
B

B

Kernel Hold

Notice that you use this method to lock the Correct kernel version, and not just any version.
Correct Versions:

On Ubuntu Desktop — 5.11.0-27-generic

On Ubuntu Server - 5.4.0-81 Generic

To identify your kernel version, apply the following command:

uname -r

After validating the kernel version, lock it:

apt-mark hold S(uname -r)

apt remove unattended- upgrades -y
cat > /etc/apt/preferences <<EOF
Package: linux-image- *

Pin: release *

Pin-Priority: - 1

Package. linux- headers- *
Pin: release *
Pin-Priority: -1

EOF
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Logs Inspection
How to determine if there’s something wrong with the system, and how to determine the
cause?
The health-Check feature on the Ul is the solution.

If this icon appears on the top right part of the Ul:
The system works and everything is up.

If this icon appears instead : n

It means that there is an issue with a/some services.

Clicking on the icon will reveal all the services and their status and will mark the problematic
ones. For Example:

> | oy

live Camearas

System Failure (55) ) pownload Logs

Engine Services (5)

COLLATE-SERVICE NOT OPERATIONAL Q
STREAM-SCHEDULER-SERVICE OPERATIONAL Q
LICENSE-SERVICE OPERATIONAL Q r

On This example the problematic service is “Collate Service”.
To inspect further into the issue, connect via ssh or directly to the onwatch server.

How to view the logs of the issued service?
-From the OnWatch'’s server terminal — obtain admin access (sudo su -)
-Use the following command to obtain the full name of the service you would like to inspect :

kubect! get po -A | grep “<SERVICE NAME>"
Example:
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sterl:~# kubectl get po -A

Running

init-pkm
Completed

We can see In this case we have more than one result, in cases like this, always choose the
option without the “init” in the name, in my case - the first service.

-To View the logs of the service, use the following command:

*The -f is not mandatory , it just will make the logs to keep being reported live, until you press
CONTROL + C to stop it

**The -n declares the namespace of the service, as it needs to be stated in the command. You
can see at the beginning of the collate service name the “default”, it may very between
services.

kubect/ logs -n <NAMESPACE> - f <SERVICE NAME>

Sometimes you will not receive logs from a service, as it is down. In this case you need to pull
the logs of the pods itself, instead of the service. Use the following command to do so(The pod
name will be similar to the service name):

kubect/ describe pod -n <NAMESPACE> <POD NAME>
View Logs Using the Rancher:

Access the Rancher of the said OnWatch Server by applying the server’s ip in the following
URL:

https://<SERVER_IP>:9443 , Username and Password will always be “admin”.
Inside The Rancher — Put the cursor on “Global” , then “local”, then click “default” like so :

Global v Clusters Apps Settings Security » Td

Global

local Default
Active Active

On the right side of the page, there is a search bar, search there for the wanted service, for
example a search for collate service:
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Resources v Apps Namespaces

-
Cluster Explorer |'|

State Name {

e E & E import vaML [

collate %

Namespace: default

O » Active collate-service &

O » |Active collate-service-init B

reqistry30000/anyvis
1Pod da

00/ aryv

Next click on the service name you would like to inspect, there you will see the full name of the
service. Select the three dots at “Pods” Section And choose “View Logs”. For Example:

Expand Al

v Pods

Pods in th

AML &,
O state » Name Node
R x 1 master
O | Running collate-service-8467f8846f-q9kwr 59’?{‘(5261 9 ﬁ;,;zss 254 (g
Execute Shell >

- Events

Example Logs for service :

B Logs: collate-service

O wrap lines
[ Previous Container

Download Logs

Clear Screen  [@lsERY
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Guide for “Live Updates are currently down.”

When you encounter the following report:

@ Live updates are currently down

This mostly means that something in the network configuration has changed, causing a
confusion in the system.

A quick solution could be deleting the services that were affected by those changes, with the
following set of commands:

kubect/ delete pod S(kubect! get po -A | grep node-rtsp-s [ awk {print S2})
kubect/ delete pod S(kubect! get po -A | grep pipe-manager | awk {print S2})
kubect/ delete pod S(kubect! get po -A | grep redis [ awk {print S2})

kubect/ delete pod S(kubect! get po -A | grep socket-service [ awk {print S2})

From the moment this solution is applied , it could take up to 10 minutes for the OnWatch
application to go up.
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Video wall camera stuck on Loading state

Case - Live video display : camera connected to the system. video does not come => make a
clone of the camera then video comes.

Select Camera HR - Lobby

Solution :
Create the script that will fix this issue.

sudo su -
cd /root
nano videowallfix.sh

An empty text file will open, fill it with the following script by copying and pasting.

#l/bin/bash

kubect/ exec - it redis-master-0 -- bash - ¢ redis- cli DEL S(redis-cli KEYS
"*" [ grep ‘node-rtsp”)’

kubect/ delete pod S(kubect! get pods | grep node- rtsp- service [ awk {print
S1})

sleep 70

Save the script by pressing CONTROL + S, and exit by pressing CONTROL + X

Allow execute permission:
chmod +x videowallfix.sh
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- Place This script in crontab to run it every day at 00:25 (you can also confirm with the
customer for the best time to implement this solution and setup the cron time
accordingly)

crontab -e

- Notice that if this is the first time this system uses crontab it will prompt you to choose
between 3 text editors, choose 1.
dave@howtogeek:~5 crontab -e
no crontab for dave - using an empty one

Select an editor. To change later, run 'select-editor’
1. /bin/nanoc € easiest

2. Jusrfbin/vim.tiny
3. /bin/fed

Choose 1-3 [1]: l

- Upon choosing an option the next text file will appear, it will also appear if an option
already chosen before this procedure

- Copy & paste the following line to the END of this file.
42
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250 ** * froot/videowallfix. sh
Save & exit again by pressing CONTROL +S, followed by CONTROL +X
Run the script:

./videowallfix.sh & disown
(This will start the script in the background and detach it from the shell).

Error: Failed to get EULA

Follow this procedure if you encounter a blank EULA when a user logs in.

Go to https://<server_ip>/sw-filer
Example : https://10.1.70.73 /sw-filer

Credentials are admin/PasswOrd123

Navigate to buckets > static > eula

. SeaweedFS Filer

/ buckets static eula

en_us.html

The en_us.html file may be there, but if you click on it, you will see a blank screen.

Download the html file from our Drive:

https://drive.google.com/drive/folders/1aseOmDpVFSmDfvdzR431h3ibZihJvbUt?usp=s
hare_link
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e Click the Upload button and upload file.
e There is no need to restart any services. You will now see the EULA when logging in for
the first time.

Reset Rancher Password

e Gain admin access:
sudo su -
e Enter the Rancher pod:
kubectl exec -it -n cattle-system $(kubectl get pods -A | grep rancher | grep -v
webhook | grep -v operator | awk '{print $2}') bash

e Reset the password (inside the pod's bash)
reset-password
e You will now get a new hash as a password

e Login with this hash as the new password.
e On the top right in the rancher, click the account

v)
H Global ~ Clusters Apps Settings Security v Tools v

Default Admin ( acimin )

Clusters

Preferences
[

e Preferences — change password
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My Account

Default Admin admin

Change Password

e Use the hash to set the new password

Change Password

) Delete all existing APl keys

® Szt a specific password to use:
O Use a new randomly generated password: =

e You are all set! Rancher password has changed.

Reset OnWatch Ul Login Credentials

e The following procedure will describe how to reset the password of the admin users of
OnWatch.

e Access to Postgres anv_db
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kubect/ exec - it S(kubect! get po | grep postgres | grep - v
‘abraxas\/seal\/better” [ awk {print S1}'/ sort | head - 1) bash
pgcli anv_db

e For OnWatch (version 2.5.0 and higher):
username: Administrator

Password: paSSword!

update users set
password=382a810SEmp2bxdvFwqV0zK7Gvp2QO0KOWEwzql6 wNzZkQUmo
vYgMT1wbJi7X5G' where username=Administrator’

e For OnWatch (version 2.4.0 and lower):
username: AnyVisionAdmin
Password: AVpaS$Sword!

update users set
password=82bS1082Zxs1/1/dQS/ZbUJFredmr. WDiJ6vvT02¢cScQJrLAg410bf

27JQO0N6' where username=AnyVisionAdmin’

Username and password have been reset!
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Network
k3s Changed IP in 2.6.6

Case - system was installed without advertise IP, and then the IP had changes.

Identification:

Identify the OLD IP the system was installed with:

systemct/ status k3s

You will see a line that looks like that, the RED IP is the old one:

abr 05 09:47:56 master1 k3s[4803]: time="2022-04-05T09:47:56.236327477+02:00" level=info
msg="Failed to test data store connection: this server is a not a member of the etcd cluster. Found
[master1-c684b123=https://192.168.2.10:2380], expect: master1-c684b123=192.168.2.15"

Create nic:
e Use the 2.4. create_nic.sh script with the old IP
./create_nic.sh <OLD_IP>

o If you can't find the create_nic.sh script, you can use it as a code block:
#/bin/bash
DUMMY_IP=81
/sbin/ip link add dummyQ0 type dummy
/sbin/ip addr add SDUMMY_IP/32 dev dummy0

/sbin/ip link set dummyO0 up

Edit k3s Service:
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edit k3s service /etc/systemd/system/k3s.service
include the following: ‘--node-ip YOUR_PREVIOUS_IP’, As in the following example:

[Service]

I'ype=
ExecStartPre=
ExecStartPre=
ExecStart=

From:
ExecStart=/usr/local/bin/k3s server --cluster-init --disable='servicelb,traefik,local-
storage,metrics-server' --kubelet-arg 'max-pods=150' --node-name master1 --resolv-

conf /run/systemd/resolve/resolv.conf KillMode=process

To:

ExecStart=/usr/local/bin/k3s server --cluster-init --disable='servicelb,traefik,local-
storage,metrics-server' --kubelet-arg 'max-pods=150' --node-name master1 --node-ip
192.168.2.10 --resolv-conf /run/systemd/resolve/resolv.conf KillMode=process

Services Restarts:
systemct/ daemon-reload

systemct/ restart k3s

Auto load on Reboot:
Add cronjob so that the advertise IP (old IP) will be reobtained every server restart.
crontab -e

Notice that if this is the first time this system uses crontab it will prompt you to choose
between 3 text editors, choose 1.
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dave@howtogeek:~$ crontab -e
no crontab for dave - using an empty one

Select an editor. To change later, run 'select-editor'
1. /bin/nano <-===- gasiest
e II;USrrI'Ib'i_n‘IJI'\-".LIT].ti"l‘,'

3. /bin/fed

Choose 1-3 [1]: l

o After choosing an option the next text file will appear, it will also appear if an option
already chosen before.

e Copy & paste the following line to the END of this file.

@reboot ./create_nic.sh OLD_IP
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Configuring Static IP

Static IP = permanent IP address for the machine
To set the ip to static, there are 3/4 parameters you need beforehand:

IP address, Default Gateway address, subnet mask(numeric form - for example “24")
and not mandatory but crucial is DNS server IP.

Another relevant parameter is the name of the Network Interface Card the machine is
using (NIC) which can be found with the following command:

ipr/head-n1/awk {print S5}’
Usage Example.

user@masterl:~$ ip r | head -n 1 | awk '{print $5}

enol

First — create a copy of the netplan you currently have for backup:

sudo su — (apply admin password)
netfile="setc/netplan/"S(Is /etc/netplan/| awk {print S1})
touch /etc/netplan/netplan_backup.yam/

cat Snetfile > /etc/netplan/netplan_backup.bu

Next — Edit the Network configuration file:

(Copy and paste the following paragraph as it is one command, from the “echo”, until
the “Snetfile”)

If you cannot copy and paste this command, It is recommended to get this format on
Portable storage device, and transfer. Trying to write this file by yourself may cause a
lot of indentation errors.

echo ‘network:
version. 2
renderer: networkd
ethernets:
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nic
addresses:
- Ip/subnetmask
nameservers.
addresses: [8.8.8.8, dns/
gateway4: default_gateway
"> Snetfile

nano Snetfile

After the nano command, you will get to edit the new network configuration file. Change

the “nic” to the NIC you discovered earlier, “ip”, “default_gateway”, “subnetmask” with
the relevant values.

Also change “dns” to the new dns server ip (If DNS is not necessary, just remove the
dns and the sign leaving this line to be:

“addresses: [8.8.8.8]"

*Be Careful with editing this file, as its dictation is very fragile. A misplaced tab or space could
damage the file, leaving the network unconnected.

Once you are done editing the file, save the file with CONTROL+S and exit with CONTROL + X.

Now, Apply the changes:

netplan apply
ipr
Using the ip r command should show you the new network configuration on the machine.

If this method has caused the machine to lose its internet connection, please make sure the
netplan file was configured as instructed, and the addresses are accurate.

Wish to return the previous Network settings? Apply the following commands:

mv Snetfile /etc/netplan/netplan. old
mv /etc/netplan/netplan_backup.bu /etc/netplan/netplan.yam/
netplan apply
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Coredns stuck on Crashloopbackoff

In case of having a Coredns pod that's stuck on Crashloopbackoff status, applying this script
will resolve the issue.
Follow those steps for creating and automating the script to run on each boot event.

Create the script that will fix this issue.
sudo su -
cd /root

nano corednsfix.sh

An empty text file will open, fill it with the following script by copying and pasting.

#l/bin/bash
#
# Title: Coredns_CrashLoop_Startup
#
#Summary: This script should be set to a cronjob that executes
# upon reboot and modifies coredns pod during a crashloop.
#
#By.: Reginald Jackson
#modified by Deb Jena
# Date: 06/05/2022
#
# Version: Built for OnWatch-2.5.x - 2.6.x
#
#
if[ S(id-g)-ne 0] then
echo "Error: Please run as root. Quiting.”; exit 7
fi

dir="/tmp"”
backupdir="setc"
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backupyaml="Sbackupdir/coredns_original_backup.yaml”
issues="reginald[dot]jackson/atloosto[doticom”

function help_menu() {
echo "Title: Coredns_CrashLoop_Startup”
echo ™
echo ™-h, --help This menu.”
echo ™
echo 'How to use.”
echo "1. crontab -e”
echo 2. @reboot /<path>/S0"
echo ™
echo "Issues: Sissues”
exito

}

function wait_until_crashloop()
{
while [ True ], do
if[ "Stkubect! get pods -A | grep coredns | awk {print S4})" ==
"‘CrashLoopBackOff"],; then
edit_coredns_config
else
sleep 2
fi
done

}

function backup_original_config()
{
if[-f "Sbackupyaml” ] then
return
else
kubect! get cm/coredns - n kube- system -o yaml > "Sbackupyaml!”
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fi
/

function edit_coredns_config()

{
backup_original_config
corednsconfig="S(kubect/ get pods -A | grep coredns [ awk {print
S2}).yaml"
kubectl/ get cm/coredns - n kube- system -o yaml > "Sdir/Scorednsconfig”
replace="S(kubect/ get cm/coredns - n kube-system -o yaml | grep - oP
(?<=forward).*?(?=/)' head -n 1)"

sed - e "s/forwardSreplace\/forward 8.8.8.8 \//"-i "Sdir/Scorednsconfig”

kubect! replace - f "Sdir/Scorednsconfig”

kubect/ delete pod - n kube- system S(kubect/ get pod -A | grep coredns |
awk {print S2})

rm - f "Sdir/Scorednsconfig”

sleep 7140
if[ "Stkubect! get pods -A | grep coredns | awk {print $4})" == ‘Running”],
then

engine="S(kubectl get pods | awk {print S1}'/ grep -w -e pipeng-0'-e
cv-engine-0)"

for e in Sengine,; do

kubect/ delete pod Se
done
exito
fi
}
function main()
{

wait_until_crashloop
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case 'S@"in
-h/--help) help_menu ,;
") main,;
*)echo 'Bad Input.”; help_menu,;
esac

exit 0

Save the script by pressing CONTROL + S, and exit by pressing CONTROL + X

Allow execute permission.

chmod +x corednsfix.sh

Place This script in crontab to run it every time the system reboots.

crontab -e

Notice that if this is the first time this system uses crontab it will prompt you to choose
between 3 text editors, choose 1.

dave@howtogeek:~5S crontab -e
no crontab for dave - using an empty one

Select an editor. To change later, run 'select-editor’
1. /bin/nano c easiest
Jusr fbinfvim. tiny

r ]
3. /binfed

Choose 1-3 [1]: I

After choosing an option the next text file will appear, it will also appear if an option already
chosen before.
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Copy & paste the following line to the END of this file.

@reboot /root/corednsfix.sh

Save & exit again by pressing CONTROL +S, followed by CONTROL +X

Finally, you can run the script without needing to reboot.

./corednsfix.sh & disown

This will start the script in the background and detach it from the shell. You can then monitor
pods to watch them come up (It may take 5-10 minutes to see pods start to recover after the
coredns service recovers).
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Configure NTP in Linux client

- Edit the NTP File using nano:

nano /etc/systemd/timesyncd.conf

- Uncomment and Set NTP server IP as shown:

l GNU nano 4.8 /etc/systemd/timesyncd.conf Modified

_ Save the file with CONTROL#S and exit with CONTROL + X.

- Related Commands:
timedatectl set-ntp no #stop ntp service.
timedatectl set-ntp on #start ntp service.
timedatectl set-ntp true #start automatic time sync with server.
watch timedatectl #compare time to ntp server.
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How To Edit hosts file

In multiple processes you are required to edit your machine’s hosts file.

This file's job is to connect between host names an IP addresses.

(Example use cases in the company - connecting to a v2 server from your private machine,
loading up rancher in a server, loading up rancher of a different server, etc)

This is a General guide on how to edit this file on your machine:

For Linux Machines

Open up the terminal and run the following command:
sudo vi /etc/hosts
press | to enter insert mode

Add the required lines using this format: ‘ipaddr hostname’
Example : 127.0.0.1 rancher.anv

Make sure the lines you want active are not commented ( # ).
To Save the changes : simply press ESC and then write :wq and then press enter.

For Windows Machines

Press the start menu and start typing notepad
Right Click it and press Run as administrator.
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If a window appears, click yes.

All Apps Documents Email Web Maore «
Best match
- "=y
=, Motepad ;
-y Lo Run as administrator
App o
[ oOpen file location
Apps
<3 Pin to Start Notepad
& Notepad++ App
-2 Pin to taskbar
Search the web
L notepad - See web results b = Open

Recent
F -
WY client

VEr

0 notepad

In Notepad, click File in the top left, Then Open.

Once the dialog box opens, you need to navigate to:
C:\Windows\System32\drivers\etc

and choose on the bottom right All files Instead of Text Files (*.txt)
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Then click the file named hosts and press open.
Then you can add what you need in this format: ‘ipaddr hostname
Example : 127.0.0.1 rancher.anv

’

Make sure the lines you want active are not commented ( #).
Save Your changes and exit the file.
Congratulations! You're now ready to edit the hosts file on any machine.
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Jetson

Check the status of jetsons in the cluster:

In master, run command -

kubect! get nodes -owide | grep jetson

If cv-engine-arm pod fails to load:
In order to login via ssh to the Jetson you need to have corresponding key files.

Next, use the following command to apply the SSH connection: (Change to correct Ip
Address of jetson):

ssh oosto@<jetson_ipAddress>
Restart k3s service
systemct/ restart k3s-node

Remove jetson from existing cluster: (Suggested to perform in the presence of the Support
Team)

Use the following command to apply the SSH connection: (Change the XXX to the correct
key files, and the Ip Address to the jetson IP):

ssh oosto@<jetson_ipAddress>

Stop k3s service

service k3s-node stop

Delete k3s service in Jetson

rm /etc/systemd/system/k3s-node.service
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Reboot jetson

sudo reboot

Wait until you will be able to connect again via ssh and the user environment loaded
(able to run Linux command)

In Main Master:
Remove jetson from an existing cluster:

get jetson name from the command kubect/ get no

Following with:

kubect! delete no <jetson-name>

Example (Notlce that the Jetson name will change between setups):

v1.19.11+k3

**l 19.11+k!

delete jetson line from k3s node-passwd
edit the following file — remove the line with the jetson ( make sure to delete the correct

jetson line if you have many jetsons and you wish to remove just one — pick the line to
remove by searching the correct jetson name, which you pulled on the previous step.

Example:

@ root@master: ~

lHHT@Mi sterl:~# Pat f‘al’lll’lin<h~1,k s/se

On this case, delete the second line only.

That's it, the jetson is no longer connected to the OnWatch.
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API

Login and receive a token

Send a POST request to https://<server-ip>/bt/api/login with the body containing 3 fields
username - The same username used for connecting to the platform with the browser.
password — The same password used for connecting to the platform with the browser.

isEulaConfirmed — always set to true.

POST ~  https:// QB bt/ apiflogin

Params Authorization Headers (9) Body e Pre-request Script Tests Settings
nene form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~
2
3
Body Cookies Headers (17) Test Results
Pretty Raw Preview Visualize JSON ~ =
2 “token":
xU gXWhQDg bCw
Ea {mpBLJWujHwOezcklgEXImEhmy XIUFWbkCL dX4Ee2 5BUMGBCx-300GpaN22
1c2FUQ1Egg0ojexx9_PSHExLEpdvYXoTsks4_0f@VAIcLY3eXIfLXNZ15khBvk95tzYBoNSoRahAG

3 "isEulaConfirmed": true

Save the token and use it for authenticating in future requests.
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Adding a camera to OnWatch using API

To add a camera to the platform using the API, you will have to send a POST request to the
https://<server-ip>/bt/api/cameras.
The body should look like the following:

{

"title": "Test camera",
"description": "This is a test camera added via API",
"cameraGroupId": " ",
"restriction": false,
"isEnabled": true,
"location": [0.1276, 51.5072],
"videoUrl": " ",
"threshold": 0.5,
"configuration": {

"preview": false,

"frameRotation": -1,

"webRTC": false,

"ffmpegOptions": "",

"frameSkip": {

"autoSkipEnabled": true,
"percent": 0

bo

"cameraMode": [1]
bo
"pipe":
"isLoadBalancingEnabled": true,
"isAlternativeThresholdEnabled": false,
"alternativeThreshold": null,
"timeProfileId": null

(1N}
4

The fields that we recommend tweaking according to your needs are the following:
“title” — This will be the title of the camera.
“description” — This will be the description of the camera.
“cameraGroupld” - This field will dictate which Camera Group this new camera will belong to.
Its value should be a Camera Group ID, which can be fetched as shown in the next chapter.
“location” — The camera’s coordinates (longitude, latitude. not the other way around). This will
dictate the position of the camera on the Ul's map
“videoUrl” — The camera’s RTSP URL.
Ex: rtsp://IPADDRESS:554/axis-media/media.amp
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The rest of the fields are for advanced configurations which won’t be covered here.

Listing Camera Groups using API

To list all your Camera Groups, send a GET request to
https://<server-ip> /bt/api/cameras/groups?limit=1000
GET v hitps:// W bt/api/cameras/groups?limit=1000

Query Params

KEY VALUE
limit 1000
Body Cookies Headers (16 Test Resulis
Pretty Raw Preview Visualize JSON =
2 I‘ ameraGroup
3 1
4 id": "58131%a7-d245-425b-8efa-13%c92ecbbecs”,
5 isDefault”: false,
6 : "2823-82-16TO5:51:88.5812",
8
9
1@
11
12
13 i
14 id": "426b2656-f5c7-42ca-83£3-c4c3£390903d",
15 . false,
16 "2823-82-16TO5:089:32.5172",
17
18
19
28 000000-0200- 4827 -a33e-5£200f69366e",
21 isRestri oup": false

22

This way you will receive a list of all the groups you created and the relevant metadata.
When looking for a specific group, you can use the search query parameter.

Ex: To find the Default Device Group's info, you should send the following request:
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GET v htms:ﬁ-btfapiﬁcamerasfgroups?search:default
Params » Authorization Headers (10) Body Pre-request Script Tests « Settings

QTryF‘aram

KEY
() iimit
search

Body Cookies (1)

Pretty

L= T B T B O T R S I

[ER Ty
[EY I S R S G

14
15
16 2

5

Raw

"cameraGroups”: [

it

1.
"total":

default
alue
Headers (16) Test Results @
Preview Visualize JSON v =
'id": "0008680-0208-4clb-4el2-1ba7abifdadh”
‘izDefault”: true,
‘createdAt”: "2022-10-27T16:26:45.8162",
‘cameras": "13",
‘streamType”: @,
'title”: "Default Device Group®,
‘alertlevel”: "000REEA0-0200-4@s27-233e-5f290f6935366:",

‘description”:
'isRestrictedGroup": false

1
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